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The End of
End-to-End Security?

n 1984, a year after the Arpanet switched from using the

Network Control Protocol to using the TCP/IP proto-

col suite, Jerry Saltzer, David Reed, and Dave Clark ex-

pressed what became the core concept of the Internet in

ashort paper titled “End-to-End Arguments in System Design.”
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More than two decades following
the philosophy in this paper explains
both the Internet’s dynamic genera-
tive effect and the mess that many
observers see when the discussion
turns to Internet security.

The end-to-end
principle
The end-to-end arguments paper
presents a “design principle” that
one should not place mechanisms in
the network if they can be placed in
end nodes; thus, networks should
provide general services rather than
services that are designed to support
specific applications. The design and
implementation of the Internet fol-
lowed this design principle well.
The Internet was designed to be an
application-agnostic datagram de-
livery service. The Internet of today
isn’t as pure an implementation of
the end-to-end design principle as it
once was, but it’s enough of one that
the collateral effects of the network
not knowing what’s running over it
are becoming major problems, at
least in the minds of some observers.

Before I get to those perceived
problems, I'd like to talk about what
the end-to-end design principle has
meant to the Internet, technical
evolution, and society.

The Internet doesn’t care what
you do—its job is just to “deliver

PUBLISHED BY THE IEEE COMPUTER SOCIETY |

the bits, stupid” (in the words of
David Isenberg in his 1997 paper,
“Rise of the Stupid Network™?).
The “bits” could be part of an email
message, a data file, a photograph,
or a video, or they could be part of
a denial-of-service attack, a mali-
cious worm, a break-in attempt, or
an illegally shared song. The Net
doesn’t care, and that is both its
power and its threat.

The Internet (and by this, I
mean the Arpanet, the NSFNet,
and the networks of their successor
commercial ISPs) wasn’t designed
to run the World Wide Web. The
Internet wasn’t designed to run
Google Earth. It was designed to
support them even though they did
not exist at the time the founda-
tions of the Net were designed. It
was designed to support them by
being designed to transport data
without caring what it was that
data represented.

At the very first, the design of
TCP/IP wasn't so flexible. The ini-
tial design had TCP and IP within a
single protocol, one that would only
deliver data reliably to a destination.
But it was realized that not all appli-
cations were best served by a proto-
col that could only deliver reliable
data streams.” In particular, timely
delivery of information is more im-
portant than reliable delivery when
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trying to support interactive voice
over a network if adding reliability
would, as it does, increase delay.
TCP was split from IP so that the
application running in an end node
could determine for itself the level
of reliability it needed. This split
created the flexibility that is cur-
rently being used to deliver Skype’s
interactive voice service over the
same network that CNN uses to
deliver up-to-the-minute news
headlines and the US Patent and
Trademark office uses to deliver
copies of US patents.

Thus the Internet design, based
as it was on the end-to-end princi-
ple, became a generative facility.
Unlike the traditional phone sys-
tem, in which most new applica-
tions must be installed in the phone
switches deep in the phone net-
work, anyone could create new ap-
plications and run them over the
Internet without getting permis-
sion from the organizations that run
the parts of the Net. This ability was
exploited with “irrational exuber-
ance™ during the late 1990s In-
ternet boom. But, in spite of the
hundreds of billions of dollars lost
by investors when the boom
busted, the number of Internet
users and Web sites, the amount of
Internet traffic, and the value of
Internet commerce have continued
to rise, and the rate of new ideas for
Internet-based services hasn’t no-
ticeably diminished.

Opaqueness in the Net

Of course, my earlier description of
a pure end-to-end Internet doesn’t
reflect current reality. Few Internet
users live in such a world. At work,
most users are behind corporate-run
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firewalls, which are specifically de-
signed to get in the way of commu-
nications they aren’t configured to
understand. At home, many people
who have broadband access have also
installed network address translators
(NATSs) to deal with the fact that
many ISPs permit only a single IP
address per customer. NATS rewrite
the addressing information in the
packet headers and can block opera-
tion of some types of applications.
For most Internet users, the end-to-
end model is well on its way to being
dead. Application designers, such as
Vonage and Skype, are able to deal
with the roadblocks in some cases,
but their solutions often don’t work
through firewalls and can be com-
plex if more than one user is behind
aNAT.

To be a bit more precise, the end-
to-end model at the network layer is
at risk. But there is a layer where the
end-to-end model still lives—
HTTP. Most firewalls are config-
ured to pass Web traffic (HTTP),
and NATs know how to properly
deal with TCP (over which HTTP
runs). More and more new applica-
tions are showing up using HTTP as
atransport. (Mark Gaynorand I pre-
sent one [tongue-in-cheek] solution
to the piecemeal implementation of
this work-around.)

That said, most enterprises
themselves do live in an end-to-end
model world, given that ISPs gener-
ally don’t filter traffic to and from
enterprises, at least for now.

Security and
privacy in an
end-to-end world

Security isn’t mentioned in Clark’s
paper, “The Design Philosophy of
the DARPA Internet Protocols’”
Nor 1s privacy. These were not goals
of the design of the network itself.
That’s not to say that security and
privacy weren’t concerns. The end-
to-end arguments paper used “‘se-
cure transmission of data” as one
reason that an end-to-end design

was required.! The paper points out
that network-level or per-link en-
cryption doesn’t actually provide as-
surance that a file that arrives at a
destination is the same as the file that
was sent or that the data went unob-
served along the path from the
source to the destination. The only
way to ensure end-to-end data in-
tegrity and confidentiality is to use
end-to-end encryption.

Thus, security and privacy are
the responsibilities of the end
nodes. If you want to ensure that a
file will be transferred without any
corruption, your data-transfer ap-
plication had better include an in-
tegrity check, and if you didn’t
want to allow anyone along the way
to see the data itself, your applica-
tion had better encrypt it before
transmitting it.

There are more aspects to secu-
rity on a network than just data en-
cryption. For example, to ensure
that communication over the net-
work is reliable, the network itself
needs to be secure against at-
tempts—purposeful or acciden-
tal—to disrupt its operation or
redirect traffic away from its
intended path. But the original In-
ternet design didn’t include protec-
tions against such attacks. Even if
the network is working perfectly,
you need to actually be talking to
the server or person you think you
are. But the Internet doesn’t pro-
vide a way, at the network level, to
assure the identities of its users or
nodes. You also need to be sure that

that you use the Net. Protection
against such things is the end sys-
tem’s responsibility.

Note that there is little that can be
done “in the Net” or in your end
system to protect your privacy from
threats such as the government de-
manding the records of your use of
Net-based services such as Google,
which collect information about
your network usage.

Many of today’s observers assume
that the lack of built-in protections
against attacks and the lack of a se-
cure way to identify users or nodes
was a result of an environment of
trust that prevailed when the origi-
nal Internet design and protocols
were developed. If you trusted the
people on the Net, there was no
need for special defensive functions.
But a few people who were “at the
scene” have told me that such pro-
tections were actively discouraged
by the primary sponsor of the early
Internet—that is to say, the US mili-
tary wasn't all that interested in hav-
ing good nonmilitary security,
maybe because it might make its job
harder in the future. Whatever the
reason, the Internet wasn’t designed
to provide a secure environment that
included protection against the ma-
licious actions of those who would
disrupt it or attack nodes or services
provided over it.

The business
of the Internet

Another feature of the end-to-end-
based design is a lack of binding be-
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The US military wasn’t all that interested

in having good nonmilitary security,

maybe because it might make its job harder

in the future.

the message your computer re-
ceives isn’t designed to exploit
weaknesses in its software (such as
worms or viruses) or in the ways
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tween the ISP that’s providing your
connectivity to the rest of the Inter-
net and any Internet-based services
you might want to use. You don’t
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need to get your email service from
your ISP; you can easily use Hot-
mail or Yahoo. You don’t need to
get your voice-over-IP (VoIP) ser-

time understanding the concept
that they might be running a com-
modity businesses and that they
don’t get revenue based on what ap-

Regulations that spring from these perceived

needs are often in conflict with the end-to-end

design principles that the Internet has been

operating under.

vice from your ISP; you can use
Skype or Vonage. In both these
cases, the ISP just has to deliver the
bits. The characteristics of data de-
livery might have to be higher qual-
ity if you want to run VoIP rather
than if you just want to send and re-
ceive email, but in neither case does
your ISP know what you’re doing
unless you're getting one of those
services from that ISP. But hun-
dreds of thousands of Internet users
have found that the characteristics
of the normal data delivery they get
from their ISP are just fine for VoIP
most of the time.

Companies that have been in the
ISP business for a while understand
this—and they understand that
when push comes to shove, they are
in a commodity business: the ISP
that can deliver the bits the cheapest
with enough quality for the applica-
tions its users want to run will get
the business. This does stress some
ISPs’ business models quite a bit,
and, in many areas, the ISP business
has emulated the airline business, in
which prices are cut to well under
what it costs to provide the service.
It’s possible to make money in a
commodity business—as the “col-
ored sugar water” (to use Steve Job’s
turn of phrase) vendors Coke and
Pepsi have shown—but it can be
hard to do for companies that don’t
compulsively focus on the cost of
doing business.

The big new entrants in the ISP
business are the telephone com-

panies, and they have a very hard
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plication is running over the net-
works their customers buy from
them. The leaders of both the new
AT&T and Bell South have pub-
licly said that they would like
Google,
providers of Internet services to pay

Vonage and  other
them for the use of their wires.
Given that, as I mentioned, many
people find that such services work
just fine over the user’s current ISP
service, the only way that ISPs
might be able to convince Google
to pay them is to make sure that the
user gets bad Google service unless
Google pays up.

Governments

Many national and local govern-
ments mostly ignored the Internet
up until the past few years. Now
many of them are trying to move the
Internet under the same—or, in
many cases, significantly more—
regulations as the traditional tele-
phone carriers have been under.
Government justifications for the
regulations range from protecting
the consumer (for example, by mak-
ing sure they get the service they ex-
pect or that they are protected from
naughty pictures or viruses) and col-
lecting taxes on Internet service and
Internet commerce to universal ser-
vice (making sure that everyone can
get Internet service) and lawful in-
tercept (that is, wiretapping). The
regulators, by their basic nature, also
tend to want to protect the incum-
bent telephone carriers. Other regu-
lators want to be able to track
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communications between regulated
groups, such as stockbrokers, and
their clients.

Regulations that spring from
these perceived needs often con-
flict with the end-to-end design
principles that the Internet has op-
erated under for most of its exis-
tence. The perceived need to
ensure that users get a definable
level of service leads regulators to
propose adding session-specific
quality-of-service controls to the
Internet. The perceived need for
lawful interceptleads to regulations
that mandate that Internet services
be “tappable.” The perceived need
to protect the incumbent tele-
phone carriers’ business viability
produces regulations that permit
those carriers to offer only Internet
services in which service providers
such as Google must pay to reach
and VoIP
providers that directly compete

customers, service
with services provided by the
carrier could find it very hard to
work out deals in which their traf-
fic is not interfered with at prices
they can afford while still being
able to compete.

E nd-to-end security is not dead
yet, but it is seriously threat-
ened, at least at the network layer.
NATS and firewalls interfere with
some types of end-to-end encryp-
tion technology. ISPs could soon
be required by regulations to, by
default, filter the Web sites and per-
haps the protocols that their cus-
tomers can access. Other ISPs want
to be able to limit the protocols that
their customers can access so that
the ISP can give service providers
an “incentive” to pay for the cus-
tomer’s use of their lines—they
don’t see a way to pay for the net-
work without this ability. The FBI
has asked that it be able to review all
new Internet services for tapability
before theyre deployed, and the
FCC has hinted that it will support
the request (see http://hraunfoss.



fcc.gov/edocs_public/attachmatch/
FCC-05-151A1.pdf). If this were
to happen, applications such as
Skype that use end-to-end encryp-
tion could be outlawed as inconsis-
tent with law enforcement needs.
Today, it’s still easy to use end-to-
end encryption as long as it’s
HTTPS, but that might be short-
lived. It could soon reach the point
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