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Abstract

A self-healing key distribution scheme enables a
dynamic group of users to establish a group key
over an unreliable channel. In such a scheme,
a group manager, to distribute a session key to
each member of the group, broadcasts packets
along the channel. If some packet get lost, users
are still capable of recovering the group key us-
ing the received packets, without requesting ad-
ditional transmission from the group manager.
A user must be member both before and after
the session in which a particular key is sent in
order to recover the key through “self-healing”.
This novel and appealing approach to key dis-
tribution is quite suitable in military applica-
tions and in several Internet-related settings,
where high security requirements should be sat-
isfied. In this paper we show a ciphertext-only
attack that applies to a proposed scheme.

1 Introduction

How to distribute session keys for secure com-
munication to groups of users of a network, in a
manner that is resistant to packet loss, is an is-
sue that has not been addressed in-depth in the
past. Indeed, the greatest part of the literature
assumes an underlying reliable network. Re-
cently, in [29], an interesting approach to deal
with this scenario has been proposed. A self-
healing key distribution scheme [29] enables a
dynamic group of users to establish a group key
over an unreliable channel. In such a scheme,

a group manager, to distribute a session key to
each member of the group, broadcasts packets
along the channel. If some packet get lost, users
are still capable of recovering the group key us-
ing the received packets, without requesting ad-
ditional transmission from the group manager.
The only requirement is that a user must be
member both before and after the session in
which a particular key is sent, in order to re-
cover the missing key through self-healing. The
benefit of such an approach basically are: re-
duction of network traffic, reduction of the work
load on the group manager, and a lower risk of
user exposure through traffic analysis.

Previous work. Broadcast Encryption is one
of the closest area to the subject of this pa-
per. Originated in [2], and formally defined
in [12], it has been extensively studied (e.g.,
[3,4, 15, 31, 22, 32]), and it has grown up in dif-
ferent directions: mainly, re-keying schemes for
dynamic groups of users (see, [36, 5, 6, 27, 10]
to name a few), and broadcast schemes with
tracing capability for dishonest users [7, 26,
11, 13, 33, 34, 35, 30, 14, 28, 17, 18]. More-
over, several papers have addressed the special
case of users revocation from a privileged subset
[19, 1, 24, 23, 16, 20].

However, all the above papers assume that
the underlying network is reliable. The authors
of [25] and [37], have considered a setting in
which packets can get lost during transmission.
In the first case, error correction techniques
have been employed. In the second, short hint
messages are appended to the packets. The



schemes given in [19], by accurately choosing
the values of the parameters, can provide resis-
tance to packet loss as well. Recently, in [29, 21]
the problem has been addressed, and the key re-
covery approach pursued in both papers is quite
similar: each packet enables the user to recover
the current key and a share of previous and
subsequent ones. Finally, in [9] also this prob-
lem is considered. The paper generalises several
known constructions in order to gain resistance
to packet loss.

Our Contribution. In this paper we anal-
yse the self-healing approach to key distribution
introduced in [29], and a scheme therein pro-
posed. We describe a simple multiple-message
attack which enables an adversary to easily
compute the group session keys generated and
sent by the group manager. Then, we show how
such a scheme can be modified in order to be
secure.

2 Model

The Model we consider in this paper is the same
given in [29]. Let GM be a group manager, and
let Uy,...,U, be n users of the network. Each
user U; stores a personal key, .S;, which can be
seen as a subset of elements of a certain field
F,, where ¢ > n. Individual personal keys can
be related. All the operations of the schemes
take place in Fj.

We denote the number of sessions by m, and
the set of users revoked in session j by R. More-
over, for j = 1,..., m, the session key Kj is sent
to the group members through a broadcast, B;,
from the group manager. For any non-revoked
user Uj, the j-th session key, K, is determined
by B; and S;. Denoting by S;, B;, K; the ran-
dom variables associated with the above ele-
ments, and by Z;; a random variable which
represents the amount of information Z; ; that
user U; gets from the broadcast B; and S;, and
using the entropy function, we state the follow-
ing definition:

Definition 2.1 [Self-Healing Key Distribution
Scheme with Revocation][29]
Lett,ic{l,...,n} and j € {1,...,m}.

1. D is a session key distribution scheme if
the following are true:

o For any member U;, the key K;
is determined by 7; ;. Formally,
it holds that: H(Zi’j|Bj,Si) =
0 and H(K;|Z;;)=0

e For any subset F C {Uy,...Un},
such that |F| < t and U; ¢
F, the users in F cannot deter-
mine anything about S;. Formally,

it holds that: H(SiHSi’}Ul/EF;
Bi,...,Bn) = H(S).
o What members Uj,...,U, learn

from the broadcast B; cannot be
determined from the broadcast or
personal keys alone. Formally, it
holds that: H(Ziyj|B1,...,Bm) =
H(Z; ;|S1,...,8,) = H(Z; ;).

2. D has t-revocation capability if, given
any set R C {Ui,...,U,}, where
|R| < t, the group manager can gen-
erate a broadcast B; such that, for all
Ui ¢ R, the user U; can recover K;
but the revoked wusers cannot. For-
mally, it holds that: H(K;|B;,8S;) =
0 while H(Kj|Bj;{Si’}Ul/ER) =
H(K;).

3. D is self-healing if, for any 1 < j1 < j <
j2 < m, the following properties are sat-

1sfied:

e For any U; who is member in session
J1 and jo, the key K; is determined
by {Z; j1, Zi j,}. Formally, it holds
that: H(Kj|ZZ-,j1, Zi,jg) =0.

e Given any two disjoint subsets
F,.G C {Uy,...,Un}, where |F U
G| < t, the set {Zi’,j}{U,v/EF} U
{Zi1j}1v, eqy, contains no informa-
tion on K;. Formally, it holds that:
H(K;|{Zi ;Y v, erys{Zit j vy eay) =
H(K;).

A

The definition is divided in three parts: the
first one states the conditions that must be
satisfied in a session key distribution scheme.



The second and the third parts define the ad-
ditional ¢-revocation capability and self-healing
property. As we will show later on, the first
construction given in [29] does not satisfy the
third condition of a session key distribution
scheme. An adversary who gets the sequence
of broadcast Bi,..., By, recovers K;, for any
J=2,...,m—1.

3 Construction and Attack

In this section we describe the basic self-healing
key distribution scheme given in [29], and we
show how an adversary can recover the session
keys broadcasted by the group manager.

Construction 1 of [29]. A self healing ses-
sion key distribution scheme without revocation
capability.

SET-UP: Let ¢ be a positive integer. The group
manager chooses 2m polynomials in F,[z] each
of degree ¢, say hy,...,hp,p1,...,Pm, and m
session keys, Ky,..., K, € Fy, all at random.
Then, for each j = 1,...,m, he defines a poly-
nomial in Fylz], ¢;() = K; — p;j(x). For

i = 1,...,n, user U; stores the personal key
Si = {4, h1(3), ..., hm(i)} C F,.
BroADCAST: In session j € {1,...,m}, the

group manager broadcasts B; = {hi(zx) +
p1(z),. .. by (z) + py—a(2), hy(2) + K by () +
qA7+1($)a---7hm($)+Qm($)}'

SESSION KEY AND SHARES RECOVERY IN
SEsstoN j: For all i € {1,...,n}, U; re
covers K; from the broadcast B; by eval-
uating h;(z) + K; at ¢ and subtracting
h;(2). Similarly, U; recovers session key shares
{pl(l)a s apj—l(i)a Qj+1(i), R !]m(l)}
Self-healing is then possible because in ses-
sion j; < j, user U; recovers share p;(i), and
pi(i) + 4;(i) = Kj.

Attack. An adversary can recover a session
key as follows: if the adversary has received
Bj_1, Bj, and Bj41, then he has h;(z) + ¢;(z),
hj(z) + K;, and h;(x) + p;j(x) , respectively.
But, 2(h;(x) + Kj) —[(h;(2) +4; (2)) + (hj (=) +
pj(x))] = Kj, since p; () + ¢;(z) = K;. ]

The attack does not apply to Constructions
3,4 and 5, due to the use of unrelated poly-

nomials in each broadcast. We will give more
details in the full version of this paper.

4 Avoiding the Attack

If the structure of the broadcast is opportunely
modified, it is possible to avoid the multiple-
message attack described before. More pre-
cisely, let B; = {h1(z) + p1(x),..., hj_1(z) +
pj-1(2), 2 hy(x) + Kj, hjp1(2) + gj41(2), ..,
hon () + 4m(2)).
In this case it is not difficult to see that a
straightforward application of the above attack
does not work since 2h;(x) + K; — [(h;(z) +
0i(2)) + (hy(2) + py(2))] = 0.

More precisely, we can show the following
result:

Theorem 4.1 An adversary, once received
Bi,...,Bm, does not learn any information

about the key K;, for j=1,... m.

Proof. To simplify the discussion we can as-
sume, without loss of generality, that in Con-
struction 1 the polynomials h;(z),p;(z) and
¢;(x) are simple constants h;,p; and g¢;, since
we are studying just the self-healing property.

The information that can be recovered from

By,...,Bpisgiven by 2-hy + Kq,...,2 - hy, +
I{m,h1+p],...,hm_]+pm_1,h2+q%...,hm—f-
qm.-

It is pretty easy to see that the available
values do not enable us to infer any information
about any single key. Indeed, for K1 and K,
we can set up two systems with 3 equations in
4 variables, with infinite solutions.

hi+pr =P
2-h + K1 =0 and,

p+aq =K.

Notice that, Ky and K,, were already safe
in the original scheme, since the proposed at-
tack does not apply to those cases. About,
Ky, ..., K;y_1, we can set up the following sys-
tem:

2 -hm+ Km=0Cn
Pm +Qm = [(7717



hy +ps =Py

hm—l ‘I‘pm—l = Pm—l
2.hy + Ko = (Cy

2. hm—l + Ky = Cm—l
ha + g2 = Q2

hm—l + dm—-1 = Qm
p2+ q2 = Ks.

Pm—1+qm-1= Kooy
The above system has 4 - (m — 2) equations
and 4 - (m — 2) variables. However, the last

(m — 2) equations are linear combinations of
the others. Indeed, the system

hj+pj = P;
2-hj+ K; =G
hj+4q; = Q;

Kj—pj—4;=0

can be expressed in matrix form as

10 1 0 hj P
2 1 0 0 o K; | | G
1o 0 1 pi || Qi |’
01 —1 1 g 0

and simple algebra shows that the above matrix
has determinant equal to zero. Hence, for j =
2,..
of 4 equations in 4 variables, where, in each

.,m— 1, we can write down m — 2 systems

system, an equation is a linear combination of
the others. Therefore, no information can be
computed about key Kj, since each system has
infinite solutions. [ |

Actually, we can show that, for any fixed
m-tuple of values for K1, ..., K, the complete
system has one and only one solution. Indeed,

hi+pr =P

hm—l +pm—1 = Pm—l
2~h1 -|-I(1 :Cl

2hm+[(m:Cm

ha +q2 = Q2
mt+aq =K.

Pm + m = I(m-

has solution given by

_ _ O =K,y
p1=P 5
Crmo1=Km—1
Pm—1 = P‘m—l — D)
— Ch—K,
h 2
hm — Crn—Kom
_ _ Co=Ky
q2 = Q2 3
G = Q — Cm=Km
mo— m

2 -
Q= K, — [Pl — CI+CI\1]I'
P = Ko~ [Qm — Enzn]

Thus, an adversary holding the sequence
Bi,...
about the whole sequence Ky, ...

, B, does not learn any information
s K.

Remark 4.2 Notice that the above property is
stronger than what required by Definition 2.1.
Indeed, Definition 2.1 requires no information
on a single key but does not exclude the pos-
sibility of computing partial information about
the whole sequence.

Remark 4.3 The modified scheme is still tight
with respect to the lower bound on the size of the
personal key of each user, given in [29]. It will
be interesting to provide (if possible) self-healing
schemes with shorter broadcast size.

5 Conclusions and Open

Problems

In this paper we have described an attack which
enables an adversary to break a key distribution
scheme given in [29] in a very simple way. Then,
we have suggested a change in the broadcast
message structure, in order to gain resistance
to the described attack.

The self-healing approach is a new and suit-
able method to do key distribution. As pointed
out by the authors who introduced such an idea
in [29], many applications can benefit from ef-
ficient and secure schemes. Further research
could be done in order to clearly identify the
attacks that might be implemented in such a
model, and to design efficient and provable se-
cure schemes with respect to the specified ad-
versarial model.
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