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Abstract. A broadcast encryption scheme enables a server to broadcast
information in a secure way over an insecure channel to an arbitrary sub-
set of priviliged recipients. In a set-up phase, the server gives pre-defined
keys to every user of the system, using secure point-to-point channels.
Later on, it broadcasts an encrypted message along a broadcast channel,
in such a way that only users in a priviliged subset can decrypt it, by us-
ing the pre-defined keys received in set-up phase. Usually, the broadcast
message contains a fresh session key, which can subsequently be used
for secure broadcast transmission to the priviliged set of recipients. In
this paper we deal with two aspects of secure broadcast transmission:
reliability and trustin the broadcaster. The first is a well-studied issue in
communication over unreliable channels: packets can get lost and some
redundancy is required to provide reliable communication. The second
aspect concerns with the assumption that the broadcaster, who receives
information for broadcasting from several entities, must be trusted. This
issue has not previously been addressed in the broadcast transmission
setting. We provide a motivating scenario in which the assumption does
not hold and, for both problems, we review and extend some existing
broadcast encryption schemes, in order to gain fault tolerance and to
remove the need for trust in the broadcaster.

1 A Motivating Scenario

A movie company is willing to distribute its re-make of Gone with the Wind, and
it is looking for an agreement with a pay-per-view broadcaster. The broadcaster
uses a broadcast encryption scheme to distribute a common key to the users who
have subscribed to the service, and later it broadcasts an encrypted version of
the movie that can be decrypted only by the users who had received the common
key when running the broadcast encryption scheme. Therefore, only users who
have paid can enjoy the movie.

However, since people have been waiting for a long time for this re-make of
the famous movie, several broadcasters would like to sign a contract with the
movie company. It is supposed to be a good deal! Aware of that, the company,



in its contract proposal, asks for a high percentage of the money paid by the
users to subscribe to the broadcast service. One of the broadcasters, close to
bankruptcy, accepts the offer, even if he thinks the contract is not fair to him.
Therefore he decides, in order to increase his income, to sell illegally, on the
“black market”, a copy of the movie that will later be re-distributed by other
means.

Notice that the broadcaster is almost completely safe: he could always say
that some user has stored and illegally re-distributed the movie. There is no way
to establish who is guilty, even if some watermark has been embedded by the
company into the digital representation of the movie!.

The main problem of the above transmission model is that the broadcaster
gets a copy n clear of the movie. So he must be completely trusted by the movie
company.

The question we are going to study in this paper is the following: Is there any
way by means of which the company can broadcast the movie without trusting
the broadcaster? And, actually, a more general question is: is it possible to
design a system by means of which an entity can delegate another one to blindly
broadcast information in a secure way to a given set of users?

A trivial solution could be that the broadcaster just receives an encrypted
copy of the movie, and the company runs a broadcast encryption scheme (BES,
for short) with the users in order to give them the decryption key. But this
means that the company must be involved directly in transmission issues and
must interact with millions of users.

The idea we would like to investigate is the following: instead of a single
server, there are n servers across the system. The movie company, in a set-up
phase, gives to each server an encrypted partial version of the movie and some
key material. Later on, the n servers run a protocol with the users, enabling a
given subset of them to recover the decryption key. Finally, each server starts
broadcasting the encrypted partial version of the movie he got from the com-
pany. The priviliged users, by means of the broadcasts and of the decryption key,
recover and watch the original movie. Notice that, with this approach, the movie
company only needs to communicate with a fixed and small number of servers,
compared to the scenario in which the company directly manages the key dis-
tribution with the users. Moreover, a single server does not get any information
about the movie.

A small example. To exemplify the idea we are thinking about, let us
consider the following simple protocol. Let # = {Ui,...,Un} be a set of m

! The Digital Watermarking Technology in recent years has produced plenty of possible
solutions for copyright related problems. We point out that the notion of a distributed
broadcast encryption scheme, which we are going to introduce in the following, is not
a substitute for such schemes and it does not address the same problems. The problem
it solves is how to remove trust in a third party responsible for the transmission of
some valuable information. Maybe, in some settings or in the design of a complex
architecture, such a scheme can be used in conjunction with digital watermarking
schemes, but we stress that the goals are different.



users and let § = {S1,...,5,} be a set of n servers. The value n is relatively
small (n < 10, say) but m can be very large (e.g., m > 1000000). Every user has
a secure point-to-point channel with every server. Servers and users have access
to a common broadcast channel. Let X be a broadcast encryption scheme. A
distributed solution for the movie problem works as follows:

Set-up Phase.

1. The movie company chooses a random key k.

2. Then it uses a (t,n) secret sharing scheme to compute n shares of k, say
Y1,.-yYn.

3. At the same time, every server runs an independent set up phase of a BES
scheme X' with the users.

Broadcast Phase.

1. The movie company splits the movie into n parts say,

streami,..., streamy, and encrypts every part by computing
Ex(stream;) for 1 = 1,...,n. Then, it sends to server S;, the en-
crypted stream Ex(stream;), fori=1,... n.

2. Every server S;, using X', broadcasts the value y;.

3. From any subsets of ¢ out of the n values y;’s, each priviliged user recovers
the decryption key k.

4. Every server S; broadcasts Ey(streams;).

5. Every user belonging to the priviliged set collects and re-arranges the n
parts, decrypts them, and watches the movie.

The above protocol is trivial. The company encrypts the movie and shares,
according to a threshold scheme, the secret key among the servers. Then, each
server broadcasts to the priviliged users his share. Finally, any ¢-subset of shares
enables the recovering of the key. With such a system any ¢ — 1 servers have no
information about the movie (security) and there is enough redundancy in order
to recover the decryption key, because ¢ out of the n broadcasts are sufficient to
recover the key k.

The question is: can we do better? Can we design a scheme from scratch where
each server broadcasts less information compared to the trivial protocol (in
which basically each server runs a broadcast encryption scheme)? Can we design
a distributed broadcast encryption scheme where, during the set-up phase, the
movie company generates information for a sort of “global broadcast encryption
scheme” that it distributes to the servers and which is used by the servers to
send pre-defined keys to the users?

Remark. Notice that, if the company, instead of just splitting the movie into
n parts, divides the movies in packets in such a way that at least two different
servers broadcast the same packet, or it uses a threshold secret sharing scheme



to share the encrypted movie among the servers, or it uses other techniques
like the TDA (Information Dispersal Algorithm) then, even during the broadcast
of the movie, if some server crashes, the transmission is still successful (i.e., we
enhance the reliability of the scheme). Of course, the technique used in this phase
(i.e., simple splitting of the movie, secret sharing, IDA, etc.), implies different
performance, storage requirement for the servers, and communication complexity
of the transmission.

Previous work. Broadcast encryption was first considered in [4] and, subse-
quently, formally defined and studied in [16]. Since then, it has become a major
topic in Cryptography, due to the large number of possible applications, and
it has evolved in several directions. These directions include multicast commu-
nications [44,9, 10,33, 34, 13], where the priviliged subset of recipients dynami-
cally changes by means of join and remove operations; traitor tracing [11,32, 14,
8,41,3,19,17,35,37,21,22], where the emphasis is on catching dishonest users
who set up illegal decrypting devices; and revoking schemes [2, 30,24, 29, 20, 25],
which allow efficient and fast revocation of a small group of users. Moreover,
several schemes presented in the literature achieve more than one of the above-
mentioned aspects, e.g., broadcast plus traitor tracing capabilities [18,40], or re-
vocation and tracing capabilities [30, 29, 20]. Broadcast encryption requirements
have been studied in several papers, e.g., [5,6,27]. A survey on unconditionally
secure broadcast encryption schemes can be found in [38]. Recently, some pa-
pers have considered a setting in which packets can get lost during transmission.
In [31], error correction techniques have been employed. In [45], short “hint”
messages are appended to the packets. The schemes given in [24], by carefully
choosing the values of the parameters, can provide resistance to packet loss as
well. In [36,26], the group key establishment problem over unreliable networks
has been addressed, and a key recovery mechanism, quite similar in both pa-
pers, has been provided: each packet sent by the broadcaster enables the users
to recover the current session key and a share of previous and subsequent ones.

2 An Informal Model

In the following, we are mainly interested in schemes for the distribution of the
encryption-decryption keys to the users by means of the servers. More precisely,
we consider the following model. Let CP be a content provider (e.g., a movie
company), let i = {Uy,...,Up} be a set of users, and let S = {S1,...,S5,} be
a set of servers. The content provider is connected to the servers by means of
secure point-to-point channels, and each server is connected to the users by means
of secure point-to-point channels. Servers and users have access to a common
broadcast channel.

An (m,n,t,w)-DBES scheme enables a content provider CP to transmit a
message to a priviliged subset of users via the set of n servers in such a way that
no coalition of ¢t — 1 servers and no coalition of at most w unauthorized users can
compute any information about the message. The protocol is divided into four
steps:



— Set up Phase - Step 1: Content Provider-Servers. The content provider CP
sends information to the n servers along secure point-to-point channels.

— Set up Phase - Step 2: Servers-Users. The n servers send private information
to every user of the system along secure point-to-point channels.

— Broadcast Phase - Step 1. The CP encrypts the message k& he wishes to
transmit, and sends encrypted information to the servers along secure point-
to-point channels.

— Broadcast Phase - Step 2. The n servers broadcast encrypted information
along the broadcast channel in such a way that only a priviliged subset of
users P C U can recover the original message k. Notice that P C U could
be arbitrary, and not known before the broadcast phase.

The properties that an (m,n,t, w)-DBES must satisfy are the following:

1. Fault-tolerant Reconstruction. jFrom the broadcast of any ¢ out of the n
servers, each of the users belonging to the priviliged subset P can reconstruct
the key k.

2. Security with respect to receivers. No coalition of at most w unprivileged
users can determine any information about %.

3. Security with respect to servers. No t — 1 servers can determine any informa-
tion? about k.

4. Efficiency. The amount of broadcasted and secret information is as small as
possible.

Property 1 implies that we have fault tolerant transmissions: priviliged users
are still able to compute k even if some broadcasts get lost during the transmis-
sion, or some servers of the system crashes. As we will show, fault tolerance and
distribution are independent targets. Some of the techniques we propose in the
following apply to both BES and DBES Schemes.

3 Blacklisting Problem Constructions

An interesting approach to a special kind of broadcast encryption has been intro-
duced in [24]. The problem considered therein is how to broadcast information in
a secure way to all but a few users of the system. This special case of broadcast
encryption is also referred to as broadcast exclusion or blacklisting problem.

Let us state the following combinatorial definition:

Definition 1. [15] Let K = {k1,..., kn} be a ground set, and let d,w be positive
integers. A family A = {Ay,...,An} of subsets of K is an (w,d)-cover-free
family if, for all A, Ay,... A, € A, such that A ¢ {A1, ..., A,}, it holds that

2 This is the strongest possible security condition. Indeed, the reconstruction property
implies that any subset of t servers, from the private information received by CP
during the set up phase, can compute the secret key k. This is unavoidable if we
require that the broadcast of ¢ servers is sufficient for the recipients to recover the
secret key k.



The definition guarantees that the union of w subsets does not completely
cover any other subset. More precisely, at least d elements are not covered.

Given a cover-free family, a broadcast exclusion scheme can be easily set up
as follows: let K be the set of keys, and let m = | A| be the number of users of
the system.

1. Each user u; gets the keys associated with A;.

2. When the broadcaster wishes to send a message to all but users u;,, ..., u;_,
he encrypts the message m with each key k € K \ U¥_; 4;, and broadcasts
Ek(m)

Because d > 1, every priviliged user recovers the message, while for u;,, ..., u;,
there is no way to them to get any information since their keys are not used
(i.e., they are excluded) by the broadcaster. The size of the broadcast can be
improved if, instead of repeating the encryption of m for each key in K\ Ui_, A;,
the message m is encoded through an erasure code into |[K \ UY_;A;| smaller
but redundant pieces, where any d of them enable recovering m. Several con-
structions were given in [24], and the reader is referred to that paper for details.
Actually, it turns out that a more general goal can be achieved by means of ramp
schemes (see Appendix A). By means of an accurate choice of the parameters of
the ramp scheme, it is possible to gain fault tolerant transmission as well. For
example, if the message m is shared according to a (0,e,7)-RS, where e <d <r
and r = [K\ U_, A;|, then any e shares enable to recover m. In this case, d — e
is the fault tolerance factor provided by the scheme.

The construction we have seen before can be adapted to our distributed setting
by simply using |K| servers. More precisely, during the set up phase, server S;
gets key k; from CP, and user u; gets all keys k; € A; from the corresponding
servers S;. The two-step broadcast phase, is carried out as follows: CP shares
the message m according to a (0, e,r)-RS ramp scheme, and sends a different
share to each server whose key does not belong to U¥_; A; . Then, every server
S; encrypts with key k; and broadcasts the received share.

4 A Small Subset of Priviliged Users

The same approach applied in [24] for the broadcast exclusion problem can be
applied in another setting: namely, when both the size of the priviliged subset
of users and the size of the possible forbidden subsets of users are small. More
precisely, we can use the same idea to set up a broadcast encryption scheme
where users in P recover the message, but any subset F' of size at most w has no
information about it. We now need a generalization of the idea of (w, d)-cover-
free family. More precisely, we state

Definition 2. [43] Let K = {k1,...,kn} be a ground set, and let r,w,d be
positive integers. A family A = {A1,..., An} of subsets of K is an (r,w,d)-
cover-free family if, for all subsets A;, ..., A; , and A;,, ..., A;, € A, such that



Aj, # A; Yk, £, it holds that

| Mir i, \ Uiz 4,

> d.

The definition establishes that the intersection of any r subsets still has at
least d cover-free elements, for any choice of w other subsets. Efficient construc-
tions of (r,w, d)-cover-free family are given by Stinson and Wei in [43].

A broadcast encryption scheme can be set up as follows: Given an (r,w, d)-
cover-free family on the set of keys K, let P = {w;,,...,u;.} be the subset of
priviliged users. Then,

1. Each user u; gets the keys associated with A;. Let Y = N_; A;, be the set
of common keys held by users in P.

2. When the broadcaster wishes to send a message to users in P, in such a way
that any disjoint subset of size w, say F = {u;,,...,u;_ }, does not recover
the message, he shares the message m according to a certain (y —d, e, y)-RS,
where y = |Y|, and encrypts share m; with key k; € Y, and broadcasts
Ekl(mi).

It is not difficult to see that every user in P has all y keysin Y = N]_;A;,.
On the other hand, every F' of size w has at most y — d of these keys, due
to the property of the (r,w,d)-cover-free family. The use of a (y — d,e,y)-RS
guarantees that priviliged users recover the message, while a forbidden subset
gains no information at all about the message. Moreover, the above construction
has a fault tolerance factor equal to y — e. It can be distributed along the same
line as the blacklisting construction. We skip the details.

The above construction can still be improved in terms of the length of the broad-
cast, by applying the same technique given in subsection 3.1 of [38] in the context
of key predistribution schemes. Basically, the idea is that, instead of using all
the y keys to generate the broadcast, a smaller subset of z keys s derived from
the y keys and used with a (0, e, 2)-RS to encrypt the shares for the priviliged
users. The construction is secure because only the priviliged users can derive the
actual keys used in the broadcast. The fault tolerance factor in this case is given
by z — e. Formally, we state the following:

Definition 3. A function f : GF(q)" — GF(q)* is said to be balanced if, for
each y € GF(q)?

Hz e GF()"[f(z) =y} ="

In other words, each value f(z) € GF(q)? has the same number of pre-images
T.

Definition 4. A function f : GF(q)" — GF(q)® is said to be k-resilient if,
for every subset {ji,...,jk} C{1,...,n} and every (ay,...,ax) € GF(q)*, the
function f(z1,..., xn)llezal,...,xjk:ak is balanced.



Roughly speaking, if f is k-resilient, the knowledge of any & input values does
not give any information about the output (i.e., the outputs are still uniformly

distributed).

Hence, in the above protocol, assuming that a public (y — d)-resilient function
f: GF(q)¥ — GF(q)? is available, and that Y = GF(q), the broadcaster can
use the keys in Y to derive the actual keys for encrypting the broadcast. Every
user in P can compute such keys as well; while, the (y — d)-resilience property
ensures that any coalition F' does not get any information about them.

5 Distribution of Some BES Constructions

Many BES constructions can be rewritten to fit our model. The first ones we
are going to consider are the one-level and multi-level schemes described in [16].

The idea underlying the following schemes is of first constructing a scheme
that works for excluding a single user and then, using multi-layered hashing
techniques, to break up coalitions of excluded users into single exclusions from
sub-groups.

5.1 Basic Construction

The first broadcast encryption scheme given in [16], which will be used with
w = 1 in the multi-layered constructions, enables the broadcaster to send a
message to any P € P C 2“ in such a way that no F € F = {F €U : |F| < w}
such that FNP = (J gains any information about it. The scheme can be described
as follows:

Basic Fiat-Naor BES.

— Set up Phase. For every subset F' € F, CP chooses a random value sy €
GF(q) and gives sp to every member of U \ F. The key associated with a
privileged set P is defined to be

Kp = E SF.

FeF:FnP=0

— Broadcast Phase. CP broadcasts the value

bp = kp +mp mod q.

It is not difficult to see that each user in P recovers the message, while any
coalition F', disjoint from P, cannot, since the coalition does not have the value

Sp.



5.2 One-level and Multi-level Schemes

In order to describe the multi-level constructions, let us recall the following
definition:

Definition 5. An (n, m,w)-perfect hash family is a set H of functions

AL ny—=A{1,... ,m}

such that, for every subset X C {1,...,n} of size w, there exists a function
f € H whose restriction to X s one-to-one.

An (n,m,w)-perfect hash family is usually denoted by PHF(N,n,m,w),
where |H| = N. Using several one-resilient BES schemes and a PHF (N, n, m,w),
it is possible to set up a w-resilient BES scheme as follows [16]: For 1 <i < N
and 1 < j <m, let R(i,j) be a (n,1)-BES scheme, and let PHF(N,n, m,w) be
a family of perfect hash functions.

— Set-up Phase. CP sends to every user i € {1,...,n} the keys associ-
ated with him in the scheme R(%, f;(4)), for j=1,..., N.

— Broadcast Phase. CP, in order to send a message m, uses an (N, N)
threshold scheme: he chooses N —1 random elements, mq, ..., my_1,
and computes

N-1
i=1

where we assume that m, mq,..., my are elements of a finite field
and @ denotes the sum operator.
— Then, he broadcasts, for j = 1,..., N, the values m; to the users

belonging to P C {1,...,n} by means of the schemes R(j, f;(u)),
for every u € P.

Every user in P can recover all the m;’s, and then can compute the message
by a simple addition in a finite field. On the other hand, the properties of the
hash family guarantee that, for any subset X = {i1,...1,} of users, one of the
functions f; € H is one-to-one on X. Hence, the users in X cannot break any of
the schemes R(j, f;(¢1)), ..., R(j, fi(i)) since they are one-resilient and can be
broken only if at least two dishonest users are associated with the same scheme,
ie., fi(ix) = fj (i) for k # £. As a consequence, even if some user in P receives
m;, by means of one of the schemes R(j, f;(i1)), ..., R(J, f;(iw)), message m;
cannot be recovered by X. Therefore, m cannot be computed by X.

The above scheme can be easily distributed by associating some of the func-
tions in A with each server. More precisely, an (m, n,n,w)-DBES can be set up
as follows:



— Set-up Phase - Step 1: CP-Servers. CP generates a PHF (N, n, m,w)
and sends the descriptions of N/r of them to each server. Server S;,

fore=1,...,r, gets the functions f(i_l)ﬂ+1, .. .f(i_l)ﬂ+ﬂ.
— Set-up Phase - Step 2: Servers-Users. Each server, for £ =1,..., N/r
and for j = 1,..., m, constructs % x m one-resilient schemes R(£, j).

Then, he sends to every user u, the values associated with the scheme
R(¢, fo(u)), for every £ =1,...,N/r.

— Broadcast Phase - Step 1: CP chooses N — 1 random elements,
my,...,my_1, and computes

N-1
i=1

Then he sends, for 1 = 1,...,7, the wvalues
MG_1)N 41, M Ny N to server Si.

— Broadcast Phase - Step 2: Each server broadcasts, for £ =1,..., N/r,
the values my he holds to the users belonging to P C {1,...,n} by

means of the schemes R(¢, fi(u)), for every u € P.

Along the same line, even the multi-level scheme can be distributed among
a set of r servers. Each server still receives the description of some functions be-
longing to the perfect hash family and generates sets of smaller one-level schemes
as proposed in [16].

Both the above constructions, the centralized one given in [16] and the dis-
tributed one here described, can be enhanced by adding fault tolerance. To this
aim, we need the concept of a generalized perfect hash function family to set up
a fault tolerant (m,n,t, w)-DBES.

Definition 6. [3{] An a-PHF(N,n, m,w) perfect hash family isa PHF(N,n, m,w)
of functions H such that, for every subset X C {1,...,n} of size w, there exists
at least a functions f € H whose restriction to X s one-to-one.

Notice that, if « = N — ¢ + 1, in any a-generalized perfect hash family, for
every w-subset X C {1,...,n} and any ¢-subset Y C H, there exist at least
one function in Y whose restriction to X is one-to-one. This property is exactly
what we need in order to set up a fault tolerant BES (resp. an (m, n,t,w)-DBES).
Indeed, if an a-PHF is used, during the broadcast phase - step 1, instead of
splitting m by means of an (N, N)-SSS, m is “split” according to a (¢, N)-SSS.

It is easy to see that an a-PH F(aN,n, m,w) can be constructed by taking «
copies of a PH F(N,n, m,w). However, more efficient constructions are possible.
For example, by applying the probabilistic method [1], we can prove the following
existential result about a-generalized perfect hash functions.



Theorem 1. Let a < % + 1. Then, there exists an a-PHF (N, n,m,w) if

wlogn — log (w!)
; .

N >8

Proof. Assume that the a-PH F(N, n, m,w) is represented by means of a matrix
A, where each row consists of a function of the family. Let C' C {1,...,n} be a
subset of size w of the n columns. It is not difficult to check that, assuming that
A is filled in uniformly at random, the probability that one of the rows of A[C]
has all different values is given by

m(m—l)(m—2)~~~(m—w—1).

q= me

Therefore, the probability that i rows of A[C] have different values is equal to

NY —i
( .)ql(l — gV
1
Let the random variable X (C) be defined as follows:

0, if more than « rows of A[C] have all different values
1, otherwise.

X(C) = {

)
Moreover, let

v, — { 0, if the i-th row of A[C] has all different values

11, otherwise,
and let Y = Y7 4+ ...+ Yn. It 1s not difficult to see that,
exel= S (Mda-g¥ =Py <a-1).
i<o—1 t B

A bound on the tail of the binomial probability distribution (see [23], p. 106)
establishes that, for any a > 0,

—a?N

P(Y < Nig—a)) < 75"

If we want N(¢q —a) =a—1 and weset a — 1 = %, then a = Z. Therefore, it

holds that: v
EX(O)= > (Z.>qi(1 —gNTi< e

i<a—1

Denoting X = ZC:|C|:w X(C), it holds that




Hence, we get

The above expected value E(X) is less than 1 if

N
wlogn — logw! — ?q <0,

which is satisfied if
wlogn — log (w!)]
. .

N>8[

Therefore, the above condition guarantees the existence of an a-PH F (N, n, m,w).

5.3 The KIO Construction

A general construction for BES schemes has been proposed in [38]. The idea is
to use the Basic Fiat-Naor scheme in conjunction with an ideal secret sharing
scheme (ISSS, for short). The goal in [38,39,42] was to obtain schemes where
each user has to store fewer pre-defined keys and the broadcast messages are
shorter, compared to other constructions. Using the KIO construction we obtain
in our setting a I'-DBES, where I' is a specification of subsets of servers (i.e.,
access structure) that enable a subset of priviliged users to receive the secret
message. In other words, each participant 7 in a priviliged set P uses the values
received from a subset of servers belonging to I" to recover the secret message.
In this case the security of CP with respect to the servers depends on the size of
the smallest authorized subset in I'.

Let B={B,..., Bs} be a family of subsets of I/, and let w be an integer. For
each 1 < j < 3, suppose a Basic Fiat-Naor scheme (< |B;|, < w) is constructed
with respect to user set B;. The secret values associated with the j-th scheme
will be denoted s;¢, where C' C B; and |C| < w. The value s;¢ is given to every
user in B; \ C. Moreover, suppose that I' C 28 and there exists a I' — ISSS
defined on B with values in GF(q). Let F C 2, and suppose that

{Bj:ieB}el VieU and{B;:|FNBj|>w+1}¢I YFeF. (1)

Then, we can construct a (< n, F)-BES as follows: let P C U. CP can
broadcast a message mp € GF(q) to P using the following algorithm:



1. For each B; € B, CP computes a share y; € GF(q) corresponding
to the secret mp.

2. For each B; € B, CP computes the key k; corresponding to the set
P N Bj in the Basic Fiat-Naor scheme implemented on B;:

kj = Z Ss;jc

CCB;:CNP=0,|C|<w

w

For each B; € B CP computes b; = y; + k;.
4. The broadcast is bp = (b; : B; € B).

The basic idea of the KIO construction can be explained as follows: first,
consider a user i € P and define A; = {j : ¢ € B;}. User ¢ can compute k; for
every j € A;. Then, for each j € A;, i can compute y; = b; — k;. Finally, since
A; € I', ¢ can compute the message mp from the shares y; where j € A;. On
the other hand, let F' € F be such that F N P = . Define

Ap=1{j:|FNB;|>w+1}.

The coalition F' can compute k;, and hence y; for every j € Ap. However, they
can obtain no information about the shares y;, where j ¢ Ap. Since Ap ¢ I', F
has no information about the value of mp.

A straightforward application of the KIO construction to the distributed
setting can be done as follows: CP gives the “responsability” of a subset B; € B
to every server. Then, every server sets up a (< |B;|, < w) Basic Fiat-Naor
scheme on its subset, and performs the set up phase of such a scheme with the
users. Finally, during the broadcast phase, CP shares the message mp he wishes
to send to the subset P and sends a share to each server; the servers broadcast,
according to the same logic of the non-distributed KIO, the values related to
users in P.

The KIO construction can be improved by means of a specific set system.
Using a suitable design it is possible to achieve fault tolerance for both the
original KIO construction and the distributed one. To this aim, we introduce
the following definition [39]:

Definition 7. An (n,f,r, A)-design is a pair (X,B) such that the following
properties are satisfied

1. |X|=n

2. B s a set of § subsets of X called blocks

3. every point occurs in exactly r blocks

4. every pair of point occurs in at most A blocks.



If a further property is satisfied we get the following:

Definition 8. An (n, 8, r, A)-design is called an w-threshold design provided that,
for all F C X such that |F| < w, we have that

H{BeB:|FNB|>2} <r—1.
Finally, it is possible to show that:
Lemma 1. [39] An (n, 3, r, A)-design is an w-threshold design if r > )\(“2))

Using an w-threshold design (X, B), and in particular the collection of subsets
B, we can set up a fault tolerant BES (resp. (m,n,?,w)-DBES) scheme. More
precisely, at each subset B; € B is associated a (< |B;|,< 1) Basic Fiat-Naor
scheme, and the secret k is split among the 3 subsets by means of a (t,5)
threshold secret sharing scheme, where ¢ = )\(‘;) +1<r.

Notice that ¢t shares allow the secret to be reconstructed, while any coalition
of at most w participants does not possess enough shares (i.e., condition (1)
of the KIO construction is satisfied due to Definition 8 and the choice of ).
Moreover, if less than r —¢ shares broadcasted by the servers are lost, then each
priviliged participant gets at least ¢ shares that he can decrypt (i.e., r — ¢ is the
fault tolerance factor). Finally, it is interesting to point out that, by choosing in
an appropriate way the values of the parameters r > ¢ > /\(‘;), it is possible to
achieve a tradeoff between security and fault tolerance.

The above instance of the basic KIO construction was given in [39], and an
explicit construction of a suitable w-threshold design by means of universal hash
families can be found in subsections 5.3 and 5.4 of that paper. Notice that w-
threshold designs were therein used in order to obtain BES schemes with better
information rates compared to the KIO schemes based on other designs (i.e.,
Balanced Incomplete Block Design).

5.4 Key Distribution Patterns

Another DBES construction can be set up using Key Distribution Patterns. Key
Distribution Patterns were introduced by Mitchell and Piper [28]. We briefly
recall this concept by following the exposition given in [38].

Let B={B1,..., Bg} be aset of subsets of . We say that (i, B) isa (P, F)-Key
Distribution Pattern ((P,F)-KDP, for short) if

{Bj:PCBjand FNB; =0} #0

for all P € P and F € F such that PN F = {.
Along the same lines of the Basic Fiat-Naor Scheme, a BES scheme for (P, F)
can be set up as follows:



KDP-based BES.

— Set up Phase. For every subset B; € B, CP chooses a random value
sj € GF(q) and gives s; to every user in B;. The key associated with
a privileged set P is defined to be

Kp = 2 Sj.

J:PEB;
— Broadcast Phase. CP broadcasts the value

bp = kp 4+ mp mod q.

Notice that each user in P can compute mp. On the other hand, if F is a
coalition of users disjoint from P, then there is at least one block B; such that
P C Bj and FNB; = 0. Therefore, F' does not hold s; and cannot compute &p.

The above scheme can be easily distributed to set up a (m, n, ¢, F)-DBES, if
CP, during the set up phase, gives, for j = 1,..., 3, to server S; the value s;,
corresponding to the subset B;, and each server sends this value to all the users
in B;. Then, during the broadcast phase, CP shares the message mp among the
servers S; such that P C B;. Each server, broadcasts m% + s; where m% is
his share for mp. If ¢ represents the minimum number of supersets B; € B for
the subset P € P, then any ¢ — 1 servers do not get any information about the
message mp. On the other hand, the number of servers that enable the recovering
of the message is in general > ¢ and depends on P. Notice that, if for each P € P,
the number of supersets B; of P is exactly ¢, then we get an (m,n,t, F)-DBES
(i.e.,t—1 servers do not get any information, but ¢ do/reconstruct the message).
Fault tolerance depends on the choices of the parameters of the secret sharing
scheme (or the ramp scheme) used by CP to share the message m. Resilient
functions also can be used here in order to reduce the length of the broadcast
message.

6 Conclusions

In this paper we have considered two aspects of secure broadcast transmission:
reliability and trust in the broadcaster. We have extended some existing broad-
cast encryption schemes, in order to gain fault tolerance and to remove the
need for trust in the broadcaster. These schemes permit a tradeoff between fault
tolerance and trust, and can be applied in a variety of broadcast scenarios.
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A Ramp Secret Sharing Schemes

The idea of a ramp secret sharing scheme has been introduced in [7]. More
precisely, a ramp secret sharing scheme ((¢1,%2,n)-RS, for short) is a protocol by
means of which a dealer distributes a secret s among a set of n participants P in
such a way that subsets of P of size greater than or equal to ¢35 can reconstruct the
value of s; no subset of P of size less than or equal to ¢; can determine anything
about the value of the secret; and a subset of size t; < ¢ < 3 can recover
some information about the secret [7]. Using the entropy function [12], the three
properties of a (linear) (41,42, n)-RS can be stated as follows. Assuming that P
denotes both a subset of participants and the set of shares these participants
receive from the dealer to share a secret s € S, and denoting the corresponding
random variables in bold, it holds that

— Any subset of participants of size less than or equal to t1 has no informa-
tion on the secret value: Formally, for each subset P € P of size |P| < #1,
H(S|P)= H(S).

— Any subset of participants of size t1 < |P| < t2 has some information on
the secret value: Formally, for each subset P € P of size t; < |P| < {a,

H(SP) = Llhipy(s).
— Any subset of participants of size greater than to can compute the whole

secret: Formally, for each subset P € P of size |P| > t2, H(S|P) = 0.



