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Prover(sk) Verifier(pk)

(I,st) « P1(sk) r
ra— ﬂpk

il
-

8 1= Palsk,st, 1)

?

i » V(pk,r,8) =1

FIGURE 12.1: A three-round identification scheme.
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The identification experiment ldent 4 r7(n):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A is given pk and access to an oracle Transg, that
it can query as often as.it likes.

3. At any point during the experiment, A outputs a message I.
A uniform challenge r € Qu1 s chosen and given to A, who
responds with some s. (A may continue to query Trans, even
after receiving r.)

7

4. The experiment outputs 1 if and only if V(pk,r, s) = 1.



DEFINITION 12.8 An identification scheme 11 = (Gen, P, P2, V) is se-

cure against a passive attack, or just secure, if for all probabilistic polynomaal-
time adversaries A, there exists a negligible function negl such that:

Pr(ldent 4 1(n) = 1] < negl(n).
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CONSTRUCTION 12.9

Let (Genig, P1, P2, V) be an identification scheme, and construct a signa-
ture scheme as follows:

e Gen: on input 1", simply run Genjg(1™) to obtain keys pk, sk.
The public key pk specifies a set of challenges 2. As part of key

generation, a function H : {0,1}* — Q4 is specified, but we leave
this implicit.

e Sign: on input a private key sk and a message m € {0,1}*, do:
1. Compute (I,st) < P1(sk).
2. Compute r := H(I,m).
3. Compute s := Pa(sk,st,r).
Output the signature (r, s).
e Vrfy: on input a public key pk, a message m, and a signature (r, 8),

compute [ := V(pk,r,s) and output 1 if and only if H(I, m) <y

The Fiat—Shamir transform.
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FIGURE 12.2: An execution of the Schnorr identification scheme.
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CONSTRUCTION 12.12
Let G be as described in the text.

e Gen: run G(1™) to obtain (G, q, g). Choose a uniform = € Z4 and
set y := g*. The private key is x and the public key is (G, q, g, y).
As part of key generation, a function H : {0,1}* — Z, is specified,
but we leave this implicit.

e Sign: on input a private key x and a message m € {0,1}", choose
uniform k € Z; and set I := g". Then compute r := H(I,m),
followed by s := [rz + k mod ¢|. Output the signature (r, s).

e Vrfy: on input a public key (5, ¢, g,y), a message m, and a signa-
ture (r,s), compute I := g° -y~ " and output 1 if H(I, m) =r

The Schnorr signature scheme.
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CONSTRUCTION 12.13
Let G be as in the text.

e Gen: on input 1™, run G(1") to obtain (G, q,g). Choose uniform
x € Zq and set y := g®. The public key is (G, q,g,y) and the
private key is x.

As part of key generation, two functions H : {0,1}* — Z,; and
F : G — Zq are specified, but we leave this implicit.

e Sign: on input the private key = and a message m € {0,1}",
choose uniform k € Z; and set r := F(g*). Then compute s :=
(k=" (H(m)+zr) mod q]. (If r =0 or s = 0 then start again with
a fresh choice of k.) Output the signature (r, s).

e Vrfy: on input a public key (G, q, g, y), a message m € {0,1}", and
a signature (r, 8) with r, s # 0 mod g, output 1 if and only if

5 i | i
W (gH{m}s yrrs ) :

DSA and ECDSA—abstractly.
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Signing m = 011:

I T1,0| T2,0 T30 : )
sk = = 0 = (T1,0, T21, T31
T1,1 |[T2,1||T3,1 ’ .

Verifying for m = 011 and o = (x1, ®2,x3):

7

H =
k Yi0| Y20 Ys0 H(ml) = Y10
Y Yi,1 | ¥Y2,1 || Y31 (2) 2 Y21

H(z3) = ys;1

FIGURE 12.3: The Lamport scheme used to sign the message m = 011.



O,H - J(f'uw»& Rt 7»«* tuﬂ-&

The one-time signature experiment Sig—fnrgeﬁfﬁme(ﬂ):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A 1is given pk and asks a single query m' to its
oracle Sign i (+). A then outputs (m,o) with m # m'.

3. The output of the experiment is defined to be 1 if and only if
Vrfy . (m, o) = 1.

DEFINITION 12.14  Signature scheme I1 = (Gen, Sign, Vrfy) is existen-
tially unforgeable under a single-message attack, or s a one-time-secure signature

scheme, if for all probabilistic polynomial-time adversaries A, there exists a
negligible function negl such that:

Pr [Sig—i’orgefhme(n) = 1] < negl(n).
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The one-time signature experiment Sig—fnrgeﬁfﬁme(ﬂ):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A 1is given pk and asks a single query m' to its
oracle Sign i (+). A then outputs (m,o) with m # m'.

3. The output of the experiment is defined to be 1 if and only if
Vrfy . (m, o) = 1.

DEFINITION 12.14  Signature scheme I1 = (Gen, Sign, Vrfy) is existen-
tially unforgeable under a single-message attack, or s a one-time-secure signature

scheme, if for all probabilistic polynomial-time adversaries A, there exists a
negligible function negl such that:

Pr [Sig—i’orgefhme(n) = 1] < negl(n).



CONSTRUCTION 12.15

Let H : {0,1}* — {0,1}" be a function. Construct a signature scheme
for messages of length ¢ = £(n) as follows:

e Gen: on input 1", proceed as follows for i € {1,...,¢}:
1. Choose uniform z; 0, xi1 € {0,1}".
2. Compute yi o := H(zi0) and yi1 := H(xi1).
The public key pk and the private key sk are
" (yl,o Y20 - ye,o) ok — (:cl,u T20 --- :c.«z'o)'

Y11 Y21 --- Ye r11 21 --- Tel

e Sign: on input a private key sk as above and a message m € {0, 1}2
with m = m; - - - m,, output the signature (xy m,, ..., Tem,)-

e Vrfy: on input a public key pk as above, a message m € {0,1}*
with m = m1 - - - me, and a signature o = (z1,...,2¢), output 1 if
and only if H(x;) = yim, forall1 <i < £.

{(ow/\«a

The Lamport signature scheme.
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