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DEFINITION 12.1 A (digital) signature scheme consists of three proba-
bilistic polynomial-time algorithms (Gen, Sign, Vrfy) such that:

1. The key-generation algorithm Gen takes as input a security parameter 1™
and outputs a pair of keys (pk,sk). These are called the public key and
the private key, respectively. We assume that pk and sk each has length
at least n, and that n can be determined from pk or sk.

2. The signing algorithm Sign takes as input a private key sk and a mes-
sage m from some message space (that may depend on pk). It outputs
a signature o, and we write this as o <+ Sign_, (m).

3. The deterministic verification algorithm Vrfy takes as input a public key pk,
a message m, and a signature o. It outputs a bit b, with b =1 meaning
valid and b = 0 meaning invalid. We write this as b := Vrfy,(m, o).

It is required that except with negligible probability over (pk,sk) output by
Gen(1™), it holds that Vrfy i (m, Signg(m)) = 1 for every (legal) message m.

If there is a function ¢ such that for every (pk,sk) output by Gen(1™) the
message space is {0, 1}5(“)} then we say that (Gen, Sign, Vrfy) is a signature
scheme for messages of length £(n).
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The signature experiment Sig-forge 4 ;;(n):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A is gwen pk and access to an oracle Signg(-).
The adversary then outputs (m,c). Let @ denote the set of
all queries that A asked its oracle.

3. A succeeds if and only if (1) Vrfy ;. (m,0) =1 and (2)m & Q.
In this case the output of the experiment s defined to be 1.

DEFINITION 12.2 A signature scheme II = (Gen, Sign, Vrfy) s existen-
tially unforgeable under an adaptive chosen-message attack, or just secure, if for
all probabilistic polynomial-time adversaries A, there is a negligible function
negl such that:

Pr[Sig-forge 4 r1(n) = 1] < negl(n).
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CONSTRUCTION 12.3

Let IT = (Gen,Sign,Vrfy) be a signature scheme for messages of
length £(n), and let Iy = (Geny, H) be a hash function with out-
put length ¢(n). Construct signature scheme I1' = (Gen’, Sign’, Vrfy') as
follows:
e Gen”: on input 1", run Gen(1") to obtain (pk,sk) and run
Geng (1™) to obtain s; the public key is (pk,s) and the private
key is (sk, s).
e Sign’: on input a private key (sk,s) and a message m € {0,1}",
output o < Sign_, (H"(m)).
e Vrfy’: on input a public key (pk, s), a message m € {0,1}", and a
signature o, output 1 if and only if Vrfy ,, (H*(m), o) = 1.

The hash-and-sign paradigm.
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CONSTRUCTION 12.5

Let GenRSA be as in the text. Define a signature scheme as follows:

e Gen: on input 1™ run GenRSA(1™) to obtain (N, e, d). The public
key is (N, e) and the private key is (N, d).

e Sign: on input a private key sk = (N, d) and a message m € Zy,
compute the signature

o = [m® mod N].

e Vrfy: on input a public key pk = (N, e), a message m € Z}, and
a signature o € Zx, output 1 if and only if

m = [0° mod N].

The plain RSA signature scheme.




glgﬁ“ﬂ JJM;P#LN\«(. cﬁc’ pLr 3/%/\/\,4, %Wt wm&mw{l/ el

eviw(u(ze(/’/)
a” - (w*)e; /WLZ ]: mlzﬂ"'\““[/v

[ scuneiin Pwﬂz L pdolinc B5A € v b
ML Poi:ulolo& PWWL( 022_ ma MtOAMuKLth

Cincan
J%o;ﬁ /
Lol pochin b ffamont Sl 4,
JA};M prodiome ot JJucon
N ity A el U ﬁ:’gm&w‘t

/Mw amciaa /\N-UUZ«. %ﬂa i}[pﬂ?ﬁ: R Fruoc(ww.c W
N Wa%/; M MOMML /0 oalli o(k /}a[(/>

ﬂ/nwwﬂou ‘%S A :>






/’c[l/ Mo la c@«to«&o MU M e I3 fr%c\wt a

Lomnoboane D) b cortindorne  mon WLZAo}a A c(t}»)%%‘ow.

/Iult/, ZMoztc/ Poﬁeux onSong condiolls (oma’iw& I

Cm«t%ﬂﬂ. aL Uan Muylo amlﬁtw\,;b

AOL\/ @S duwe gzwvwc lw@ }/meamﬁ, a/oaluu e o



ba,‘ e Omirrﬂt J = [6152 /W.oc( /‘/3 Rt M

Ropadla

o o) (al ) (s )



RSA-FDH  (All doaen ol )

(PKCS 24 v2.4)

CONSTRUCTION 12.6
Let GenRSA be as in the previous sections, and construct a signature

scheme as follows:

e Gen: on input 1", run GenRSA(1") to compute (N,e,d). The
public key is (N, e) and the private key is (N, d).
As part of key generation, a function H : {0,1}* — Z7} is specified,
but we leave this implicit.

e Sign: on input a private key (N,d) and a message m € {0,1}",
compute

o := [H(m)® mod N].
e Vrfy: on input a public key (IV, e}, a message m, and a signature o,

output 1 if and only if o* = H(m) mod N.

The RSA-FDH signature scheme.
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Figure 1: PSS: Components of image y = 0 || w || 7* || g2(w) are darkened. The signature of M is
y% mod N.
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SignPSS (M)
P {0, l}k':' s we h(M || 7) ; v — gi(w)®r
y— 0w ga(w)
return y? mod N

VerifyPSS (M, x)
y «— x° mod N
Break up y as b || w || r* || 7. (That is, let b be the first bit of y, w
the next kj bits, r* the next kg bits, and ~ the remaining bits.)
T o— T‘%gl (w)
if ( h(M || r) = w and g2(w) =~ and b = 0 ) then return 1
Else return 0
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The Exact Security of Digital Signatures—
How to Sign with RSA and Rabin

MiHIR BELLARE* PHILLIP RocAwaAyT

March 14, 1996

Abstract

We describe an RSA-based signing scheme called PSS which combines essentially optimal effi-
ciency with attractive security properties. Signing takes one RSA decryption plus some hashing,
verification takes one RSA encryption plus some hashing, and the size of the signature is the
size of the modulus. Assuming the underlying hash functions are ideal, our schemes are not only
provably secure, but are so in a tight way— an ability to forge signatures with a certain amount
of computational resources implies the ability to invert RSA (on the same size modulus) with
about the same computational effort. Furthermore, we provide a second scheme which main-
tains all of the above features and in addition provides message recovery. These ideas extend
to provide schemes for Rabin signatures with analogous properties; in particular their security
can be tightly related to the hardness of factoring.
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On the exact security of Full Domain Hash

Jean-Seéebastien Coron

Ecole Normale Supérieure Gemplus Card International
45 rue d'Ulm 34 rue Guynemer
Paris, F-75230, France  Issy-les-Moulineaux, F-92447, France
coron@clipper.ens. fr jean-sebastien.coron@gemplus.com

Abstract. The Full Domain Hash (FDH) scheme is a RSA-based signa-
ture scheme in which the message is hashed onto the full domain of the
RSA function. The FDH scheme is provably secure in the random oracle
model, assuming that inverting RSA is hard. In this paper we exhibit a
slightly different proof which provides a tighter security reduction. This
in turn improves the efficiency of the scheme since smaller RSA moduli
can be used for the same level of security. The same method can be used
to obtain a tighter security reduction for Rabin signature scheme, Paillier
signature scheme, and the Gennaro-Halevi-Rabin signature scheme.



