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ALGORITHM 11.25
RSA key generation GenRSA

Input: Security parameter 1™
Output: N, e, d as described in the text

(N, p,q) < GenModulus(1™)

H(N) = (p—1)(g — 1)

choose e > 1 such that ged(e,¢(N)) =1
compute d := [e~! mod ¢(N)]

return N,e,d
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CONSTRUCTION 11.26

Let GenRSA be as in the text. Define a public-key encryption scheme as
follows:

e Gen: on input 1™ run GenRSA(1™) to obtain N,e, and d. The
public key is (N, e) and the private key is (N, d).
e Enc: on input a public key pk = (N, e) and a message m € Zy,

compute the ciphertext
¢ := [m® mod NIJ.

e Dec: on input a private key sk = (N, d) and a ciphertext ¢ € Z},,
compute the message
m := [¢* mod N]J.
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CONSTRUCTION 11.30

Let GenRSA be as before, and let £ be a function with ¢(n) < 2n — 4 for
all n. Define a public-key encryption scheme as follows:

e Gen: on input 1™, run GenRSA(1™) to obtain (N, e, d). Output the
public key pk = (N, e), and the private key sk = (N, d).

e Enc: on input a public key pt = (N,e) and a message
m € {0, 1}IVI=£)=2 " choose a uniform string r € {0,1}*™ and
interpret 1 := r||m as an element of Z},. Output the ciphertext

¢ := [/m° mod N].

e Dec: on input a private key sk = (N, d) and a ciphertext ¢ € Z},
compute
m := [¢? mod N],

and output the |N|| — £(n) — 2 least-significant bits of mn.

The padded RSA encryption scheme.
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The RSA hard-core predicate experiment RSA-Isb 4 Genrsa(1™):
1. Run GenRSA(1") to obtain (N,e,d).

2. choose a uniform x € Z); and compute y := [z° mod N]|.

3. A is gwen N,e,y, and outputs a bit b.
4. The output of the experiment is 1 if and only if Isb(x) = b.
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CONSTRUCTION 11.32

Let GenRSA be as usual, and define a public-key encryption scheme as
follows:

e Gen: on input 1", run GenRSA(1™) to obtain (N, e,d). Output the
public key pk = (N, e), and the private key sk = (N, d).

e Enc: on input a public key pk = (N, e) and a message m € {0,1},
choose a uniform r € Z}; subject to the constraint that Isb(r) =
Output the ciphertext ¢ := [r® mod N].

e Dec: on input a private key sk = (N, d) and a ciphertext ¢, com-
pute 7 := [¢? mod N] and output Isb(r).
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CONSTRUCTION 11.32

Let GenRSA be as usual, and define a public-key encryption scheme as
follows:

e Gen: on input 1", run GenRSA(1™) to obtain (N, e,d). Output the
public key pk = (N, e), and the private key sk = (N, d).

e Enc: on input a public key pk = (N, e) and a message m € {0, 1},
choose a uniform r € Z}; subject to the constraint that Isb(r) =
Output the ciphertext ¢ := [r® mod N].

e Dec: on input a private key sk = (N, d) and a ciphertext ¢, com-
pute 7 := [¢? mod N] and output Isb(r).
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CONSTRUCTION 11.34
Let GenRSA be as usual, and define a KEM as follows:

e Gen: on input 1™, run GenRSA(1") to obtain (N, e,d). Then com-
pute d' := [d" mod ¢(N)] (note that ¢(NN) can be computed from

(N, e,d) or obtained during the course of running GenRSA). Out-
put pk = (N, e) and sk = (N, d').

e Encaps: on input pk = (N, e) and 1", choose a uniform ¢; € Z}.
Then for i = 1,...,n.do:

1. Compute k; := Isb(e;).
2. Compute ¢;+1 := [¢f mod N].

Output the ciphertext ¢,+1 and the key k = k1 - - - k.

e Decaps: on input sk = (N,d’) and a ciphertext ¢, compute ¢; :=
[cd’ mod N]. Then for i =1,...,n do:

1. Compute k; := Isb(¢;).
2. Compute ¢;+1 := [¢f mod N].

Output the key k = k1 - - - kn.
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ALGORITHM 11.25
RSA key generation GenRSA

Input: Security parameter 1™
Output: N, e, d as described in the text

(N, p,q) < GenModulus(1™)

H(N) = (p—1)(g — 1)

choose e > 1 such that ged(e,¢(N)) =1
compute d := [e~! mod ¢(N)]

return N,e,d
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CONSTRUCTION 11.36

Let GenRSA be as in the previous sections, and ¢, ko, k1 be as described
in the text. Let G : {0,1}*® — {0,1}***1 and H : {0,1}***1 — {0, 1}*0
be functions. Construct a public-key encryption scheme as follows:

e Gen: on input 1", run GenRSA(1™) to obtain (N, e,d). The public
key is (N, e) and the private key is (N, d).
e Enc: on input a public key (N, e) and a message m € {0,1}*, set

m’ := m||0*! and choose a uniform r € {0,1}*°. Then compute

s:=m' ®G(r), t:=r®H(s)

and set 1 := s||t. Output the ciphertext ¢ := [fn® mod N].

e Dec: on input a private key (N, d) and a ciphertext ¢ € Z};, com-
pute 12 := [¢? mod N]. If ||| > €+ ko+ k1, output L. Otherwise,
parse 1 as s||t with s € {0,1}*T*1 and ¢t € {0,1}*°. Compute
r:= H(s)®t and m' := G(r) @ s. If the least-significant ki bits
of m' are not all 0, output L. Otherwise, output the ¢ most-
significant bits of m.
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CONSTRUCTION 11.37
Let GenRSA be as usual, and construct a KEM as follows:
e Gen: on input 1", run GenRSA(1"™) to compute (N,e,d). The
public key is (N, e), and the private key is (N, d).
As part of key generation, a function H : Z3 — {0, 1}" is specified,
but we leave this implicit.
e Encaps: on input public key (N,e) and 1", choose a uniform r €

Zy. Output the ciphertext ¢ := [r® mod N] and the key k :=
H(r).

e Decaps: on input private key (N,d) and a ciphertext ¢ € Z},
compute 7 := [¢? mod N] and output the key k := H(r).
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1. GenRSA(1™) is run to obtain (N,e,d). In addition, a random function
H :Z} — {0,1}™ is chosen.

2. Uniform r € Z}; is chosen, and the ciphertext ¢ := [r® mod N] and key
k := H(r) are computed.

3. A uniform bit b € {0,1} is chosen. If b = 0 set k := k. If b = 1 then
choose a uniform k£ € {0,1}".

4. A is given pk = (N,e), ¢, and k, and may query H(-) (on any input)
and the decapsulation oracle Decapsy 4y(-) on any ciphertext ¢ # c.

5. A outputs a bit b’. The output of the experiment is defined to be 1 if
b’ = b, and 0 otherwise.
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Algorithm A’:
The algorithm is given (N, e, ¢) as input.

1. Initialize empty lists L, Lpecaps- choose a uniform k£ € {0,1}"
and store (¢, k) in Lpecaps-

2. Choose a uniform bit b € {0,1}. If b = 0 set k := k. If
b = 1 then choose a uniform k € §0,1}17. Ruti: A on: (N e), e,
and k.

When A makes a query H(7), answer it as follows:
e If there is an entry in Ly of the form (7, k) for some k,
return k.

e Otherwise, let ¢ := [7® mod N]. If there is an entry in

Lpecaps of the form (¢, k) for some k, return k and store
(F,k)in Lg.

vy —> ® Otherwise, choose a uniform k£ € {0,1}", return k, and
store (7,k) in Ly.

When A makes a query Decaps(¢), answer it as follows:
o If there is an entry in Lpecaps of the form (¢, k) for some k,
return k.

e Otherwise, for each entry (7,k) € Ly, check if 7¢ =

¢ mod N and, if so, output k.
S e Otherwise, choose a uniform k € {0,1}", return k, and

MmUovo T store (&, k) in Lpecaps-

3. At the end of A’s execution, if there is an entry (r,k) in Ly
for which 7 = ¢ mod N then return r.
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