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DEFINITION 11.1 A public-key encryption scheme is a triple of proba-
bilistie polynomial-time algorithms (Gen, Enc, Dec) such that:

1. The key-generation algorithm Gen takes as input the security parameter
1" and outputs a pair of keys (pk,sk). We refer to the first of these
as the public key and the second as the private key. We assume for
convenience that pk and sk each has length at least n, and that n can

be determined from pk, sk.

2. The encryption algorithm Enc takes as input a public key pk and a mes-
sage m from some message space (that may depend on pk). It outputs a
ciphertext ¢, and we write this as ¢ < Encpi(m). (Looking ahead, Enc
will need to be probabilistic to achieve meaningful security.)

3. The deterministic decryption algorithm Dec takes as input a private key
sk and a ciphertext c, and outputs a message m or a special symbol L
denoting failure. We write this as m = Decsi(c).

It is required that, except possibly with negligible probability over (pk, sk) out-
put by Gen(1"™), we have Decyk(Encyr(m)) = m for any (legal) message m.
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The eavesdropping indistinguishability experiment Pu bKA?H(n):

1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A is qiven pk, and outputs a pair of equal-length
messages mqg, m1 in the message space.

3. A uniform bit b € {0,1} is chosen, and then a ciphertext
¢ + Encpi(my) ts computed and given to A. We call ¢ the
challenge ciphertext.

4. A outputs a bit b'. The output of the experiment is 1 if b’ = b,
and 0 otherwise. If b’ = b we say that A succeeds.



DEFINITION 11.2 A public-key encryption scheme II = (Gen, Enc, Dec)

has indistinguishable encryptions in the presence of an eavesdropper if for all
probabilistic polynomial-time adversaries A there is a negligible function negl
such that

1
Pr[PubK’'(n) = 1] < 5 + negl(n).
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The LR-oracle experiment Pubeﬁfpa(n):

1. Gen(1™) s run to obtain keys (pk, sk).

A uniform bit b € {0,1} is chosen.

The adversary A is given input pk and oracle access to LRpk (-, -).
The adversary A outputs a bit b'.

The output of the experiment is defined to be 1 if b = b, and
0 otherwise. If F’uhKfﬁpa(n) =1, we say that A succeeds.



DEFINITION 11.5 A public-key encryption scheme II = (Gen, Enc, Dec)
has indistinguishable multiple encryptions if for all probabilistic polynomial-time
adversaries A there exists a negligible function negl such that:
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The CCA indistinguishability experiment PubK’(n):

1. Gen(1™) is run to obtain keys (pk, sk).

2. The adversary A is given pk and access to a decryption or-
acle Decsi(-). It outputs a pair of messages mo, my of the
same length. (These messages must be in the message space
associated with pk.)

3. A uniform bit b € {0,1} s chosen, and then a ciphertext
c < Encyi(my) is computed and given to A.

4. A eontinues to interact with the decryption oracle, but may
not request a decryption of ¢ itself. Finally, A outputs a bit b'.

5. The output of the experiment is defined to be 1 if b = b, and
0 otherunse.



DEFINITION 11.8 A public-key encryption scheme II = (Gen, Enc, Dec)
has indistinguishable encryptions under a chosen-ciphertext attack (or is CCA-

secure) if for all probabilistic polynomial-time adversaries A there exists a
negligible function negl such that

Pr[PubK;(n) = 1] < % + negl(n).
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DEFINITION 11.9 A key-encapsulation mechanism (KEM) is a tuple of
probabilistic polynomial-time algorithms (Gen, Encaps, Decaps) such that:

1. The key-generation algorithm Gen fakes as input the security parame-
ter 1™ and outputs a public- /private-key pair (pk,sk). We assume pk
and sk each has length at least n, and that n can be determined from pk.

2. The encapsulation algorithm Encaps takes as input a public key pk and the
security parameter 1™. It outputs a ciphertext ¢ and a key k € {0, 1}’“”]I
where £ 1s the key length. We write this as (c, k) < Encaps,(1").

3. The deterministic decapsulation algorithm Decaps takes as input a private
key sk and a ciphertext ¢, and outputs a key k or a special symbol L
denoting failure. We write this as k := Decaps,.(c).

It is required that with all but negligible probability over (sk,pk) output by
Gen(1™), if Encaps,;(1") outputs (¢, k) then Decaps,(c) outputs k.
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CONSTRUCTION 11.10

Let II = (Gen, Encaps, Decaps) be a KEM with key length n, and let
II' = (Gen’,Enc’, Dec’) be a private-key encryption scheme. Construct a
public-key encryption scheme IT" = (Gen™, Enc", Dec™) as follows:

e Gen"™: on input 1™ run Gen(1") and use the public and private
keys (pk, sk) that are output.

e Enc™: on input a public key pk and a message m € {0,1}* do:
1. Compute (e, k) < Encaps,,(1").
2. Compute ¢’ < Ency(m).
3. Output the ciphertext (e, ¢’).

e Dec™: on input a private key sk and a ciphertext (e, ¢’) do:

1. Compute k := Decaps_, (¢).
2. Output the message m := Decj.(c').
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The CPA indistinguishability experiment KEMETH(R):
1. Gen(1™) is run to obtain keys (pk, sk). Then Encaps,;(1™) s
run to generate (e, k) with k € {0,1}™.

2. A uniform bit b € {0,1} is chosen. If b = 0 set k=k. If
b =1 then choose a uniform k € {0,1}".

3. Give (pk,c, ﬁ?:) to A, who outputs a bit b'. The output of the
experiment 1s defined to be 1 if ¥’ = b, and 0 otherwise.
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DEFINITION 11.11 A key-encapsulation mechanism II is CPA-secure
if for all probabilistic polynomial-time adversaries A there exists a negligible
function negl such that

PUKEMTi(n) = 1 < 1 + negl(n)
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The CCA indistinguishability experiment KEMf:?H{ﬂ):

1. Gen(1") is run to obtain keys (pk, sk). Then Encaps,, (1") is
run to generate (¢, k) with k € {0,1}".

2. A uniform bit b € {0,1} is chosen. Ifb = 0 set k= k. If
b =1 then choose a uniform k € {0,1}",

3. A is gwen (pk,c, k) and access to an oracle Decaps,(-), but
may not request decapsulation of c itself.

4. A outputs a bit b'. The output of the experiment is defined
to be 1 if ' = b, and 0 otherwise.

DEFINITION 11.13 A key-encapsulation mechanism II is CCA-secure if

for all probabilistic polynomial-time adversaries A there is a negligible function
negl such that

i
Pr[KEM3i(n) = 1] < R negl(n).
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LEMMA 11.15 Let G be a finite group, and let m € G be arbitrary. Then
choosing uniform k € G and setting k' := k-m gives the same distribution for
k' as choosing uniform k' € G. Put differently, for any § € G we have

Prlk-m = ] = 1/[G],

where the probability is taken over uniform choice of k € (.

PROOF Let g € G be arbitrary. Then
Pr[k-m=§] =Pr[k=g-m™].

Since k is uniform, the probability that k is equal to the fixed element §-m !
is exactly 1/|G]|. B
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CONSTRUCTION 11.16

Let G be as in the text. Define a public-key encryption scheme as follows:

e Gen: on input 1" run G(1") to obtain (G,q,g). Then choose a
uniform x € Z4 and compute h := g*. The public key is (G, g, g, h)
and the private key is (G, q, g, ). The message space is G.

e Enc: on input a public key pk = (G, q, g, h) and a message m € G,
choose a uniform y € Zy; and output the ciphertext

(gy? hY - m}

e Dec: on input a private key sk = (G, q,g,z) and a ciphertext
(e1, e2), output
h = e /ey

The El Gamal encryption scheme.
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CONSTRUCTION 11.19
Let G be as in the previous section. Define a KEM as follows:

e Gen: on input 1" run G(1™) to obtain (G, g, g). choose a uniform
x € Zq and set h := ¢g". Also specify a function H : G — {0, 1}“‘3{'“3I
for some function ¢ (see text). The public key is (G, g, g, h, H) and
the private key is (G, q, g, ).

e Encaps: on input a public key pk = (G, q, g, h, H) choose a uniform
y € Z4 and output the ciphertext g¥ and the key H(AY).

e Decaps: on input a private key sk = (G, q, g,x) and a ciphertext
¢ € G, output the key H(c").

An “El Gamal-like” KEM.
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CONSTRUCTION 11.23

Let G be as in the text. Let IIg = (Enc’,Dec’) be a private-key en-
cryption scheme, and let 11y = (Mac, Vrfy) be a message authentication
code. Define a publie-key encryption scheme as follows:

e Gen: On input 1" run G(1™) to obtain (G, q, g). choose a uniform
x € Zq, set h := g", and specify a function H : G — {0,1}*". The
public key is (G, g, g, h, H) and the private key is (G, q, g, z, H).

e Enc: On input a public key pk = (G, q, g, h, H), choose a uniform

y € Zq and set kg|lka := H(hY). Compute ¢’ + Enc,_(m), and
output the ciphertext (g%, ¢, Macy,, (¢')).

e Dec: On input a private key sk = (G, q,g,z, H) and a ciphertext
(e, t), output L if ¢ & G. Else, compute kg|ky = H(c"). If
Vrfyg,, (¢',t) # 1 then output L; otherwise, output Dec;, o (c').




DHIES / ECIES

ko ouQct/vvxa %M@t wwc[:. o %Mfo oSeAne /H%

DHIES (Do Hllmn Tt Lo S
FOES (Bl Com Tobipetl Loyl L)

D é 2 U hHOquro O:oﬁc,s céu/w cwvao %WZO

> é (: A Z\ct‘ofo (é FWZ cé U LA oZZ;ZZ'—CQ



[owﬁmo . gc. /”/E e é()/}‘hau\o/ /)/IH ZMM H/‘]C Pnﬁ/\mwﬁ,

Mwo ) H éUAA 04&@& aaou-azoz e AP-(DH Z,

A%@ b lisarnet o 0@ Rhore.

/)/)QL\/ [DH(ES/EC‘ES> ¢ CCA- pewna

/%Za 1 e »g KEH EWC; e ;Zgwwwé \/wé

DbH COH « hoH ga[,-(pnf({ hOH
[

U v Y

CPA- mectno CPA - ncuno CCA - o



e orern o CDH c&,%c/;& e H toM
- . f/(EM z (PA- mectro

( 6)(/\/“?/(0 MO Lébuwv@é o(,; pros NJ (S M)

D S A gl Vefamo mobax & JJM//M),

Amm\/P%/anM‘ L el
Iz [thl(/ﬂ()_j] : /)
Y

A 1
cph, €, K5
VAR

K Mhr((o/‘M &u PK: 44/1,?/)€\> < C—:Z/

! , Y
Qu,m\/ [/M@v\to ,4 OL((L e&w& c//» k 462- H

7 4
o Al ety L0 L uln v% Hollas
L L m@m CDH

/

L nra

/Z/UZQ N XM 7Lﬂﬂ%& ?My /Zl CC-S/VJDL{. V< A -,/,u



o CuEn T =] = RIEHT (0N Qg ) + b LM Tt A Gy
o o DT | Quny ) ¢ B L0, S

A
S S e A

3/ q,,rm;wfu
A TT
L R5 o HULY) opp o vilbora comite
56 (Ad!@wto QU_\/ o 2 Seanfpmen F(,\Z_ fn,‘(ngi 0&@

’La/wc(,a/w— OMVQC, ({gv%crvot) H [K\/) ¢ Mae Mh%ﬁa.-t

aﬁﬁti)mt e, M/ p /( dewwlé @L[\ﬁiLTLL
[ék/ Yo W«@ﬁc omaﬁ,

R Ll By ] =
o LUEGT (o By ) = o






(ﬂ Al DHL - )

¢ Aumide b o/u?/w(i it ﬁ% (L /- LnZ/



gf&af»&“ﬁ\»«b—@ ﬁ?owl'/v. JQ/L‘ o(,mm/w.tt L mey 7 e
a/\{/\(/e/‘/‘/\ti/o MZ@L A~ e n~a Cj/zuﬂy L A,



QLW}Q ¢ P&ZAi(él g, 9’//“16): K\/] ?

t‘_—’7 \N‘[ (&, c)
¢ zceto a,((é/b\/ MM Mﬁu@mm J‘L A‘@im
M (w{;.;w. Corn g oé/a’x* M“Q,&Z}. Cor- CLtn
o Cnnfmin vl pre KEH

OWMA ol .

e afion
(u,,.,ta Q/w»\/ (/& A/ﬁ
NG ﬁ“ R LA el b A
Ml A A ‘ \ el | : MEH‘P“
\/(;ﬁAL mﬂ_ H(K\/\ ol 7’4L tL/\—-g A I A/ﬂ,

u.?u-a& *® K

o b ] Pulelo x { e lo a‘“"y " (@V;J&;c,a\

i A v « A -
m/ly* ﬁ\/é %M,W/z,»»,wg}



gl Al c[a\ L W{’W{’ VNP corwzllt, o
ool Ltz A/ ot

?’L Z/(‘(é/q,g/, &,C>: Q\/TP/ PfL [Qlwcyz

He o CDH < L%J 3 Mﬁ/@, 04
ﬂ[/]/éq? 2}44&%@

=) PQ[QM)L\/K — % :W/Z“)
Fo/ﬁ/% 4/\'7[ - M%//M)



